
C Y B E R  S E C U R I T Y  T R A I N I N G  C O U R S E

Cyber Security
Essentials Course
Practical cyber security awareness training for UK workplaces

www.ascenttrainingwales.co.uk



0 1  ·  C O U R S E  O V E R V I E W

About this course

Our Cyber Security Essentials course is a practical 

introduction to protecting people, information, devices 

and organisations from modern cyber threats. As 

attacks grow more sophisticated, knowing how to spot 

risks and respond safely is an essential workplace skill.

B O O K  Y O U R  C Y B E R  S E C U R I T Y  T R A I N I N G
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0 2  ·  L E A R N I N G  O U T C O M E S

What you will learn

1
C Y B E R  T H R E A T  A W A R E N E S S

R e c o g n i s e  p h i s h i n g ,  s o c i a l  e n g i n e e r i n g ,  

m a l w a r e ,  p a s s w o r d  a t t a c k s  a n d  d a t a  

b r e a c h e s  b e f o r e  t h e y  c a u s e  h a r m .

2
S A F E R  W O R K I N G  H A B I T S

B u i l d  e v e r y d a y  r o u t i n e s  t h a t  p r o t e c t  

d e v i c e s ,  a c c o u n t s  a n d  b u s i n e s s  

i n f o r m a t i o n  a t  w o r k  a n d  a t  h o m e .



0 3  ·  W H O  I T  I S  F O R

Who should attend

1
E V E R Y  E M P L O Y E E

I d e a l  f o r  s t a f f  n e w  t o  c y b e r  s e c u r i t y  w h o  

w a n t  t h e  c o n f i d e n c e  t o  w o r k  s e c u r e l y  

o n l i n e ,  w i t h  n o  t e c h n i c a l  b a c k g r o u n d  

n e e d e d .

2
M A N A G E R S  &  D A T A  O W N E R S

V a l u a b l e  f o r  a n y o n e  r e s p o n s i b l e  f o r  

p r o t e c t i n g  b u s i n e s s  i n f o r m a t i o n ,  

c u s t o m e r  d a t a  o r  c o m p l i a n c e  

o b l i g a t i o n s .



0 4  ·  M O D U L E  O N E

Phishing attacks

1
S P O T T I N G  P H I S H I N G  E M A I L S

L e a r n  t h e  w a r n i n g  s i g n s  i n  e m a i l s ,  t e x t s  

a n d  c a l l s  —  s p o o f e d  s e n d e r s ,  u r g e n t  

r e q u e s t s ,  f a k e  l i n k s  a n d  u n e x p e c t e d  

a t t a c h m e n t s .

2
H U M A N - F O C U S E D  A T T A C K S

U n d e r s t a n d  h o w  a t t a c k e r s  u s e  p r e s s u r e ,  

t r u s t  a n d  i m p e r s o n a t i o n ,  a n d  h o w  t o  

v e r i f y  a n d  r e p o r t  a  s u s p i c i o u s  

a p p r o a c h .



0 5  ·  M O D U L E  T W O

Malware, ransomware & passwords

1
M A L W A R E  &  R A N S O M W A R E

S e e  h o w  i n f e c t i o n s  s p r e a d  t h r o u g h  

d o w n l o a d s ,  U S B  d e v i c e s  a n d  u n p a t c h e d  

s o f t w a r e  —  a n d  t h e  s t e p s  t h a t  k e e p  

s y s t e m s  p r o t e c t e d .

2
S T R O N G  P A S S W O R D  S E C U R I T Y

U s e  p a s s p h r a s e s ,  p a s s w o r d  m a n a g e r s  

a n d  m u l t i - f a c t o r  a u t h e n t i c a t i o n  t o  s h u t  

d o w n  c o m m o n  a c c o u n t  t a k e o v e r  

a t t a c k s .



0 6  ·  C O U R S E  P R O G R A M M E

Course times
9:00 am Welcome and Session Start

9:30 – 10:45 am Cyber threats today

10:45 – 11:00 am Morning break

11:00 am – 12:00 pm Phishing & social engineering

12:00 – 1:00 pm Lunch break

1:00 – 2:30 pm Malware, passwords & data



0 7  ·  M O D U L E  T H R E E

Data protection

1
P R O T E C T I N G  D A T A

H a n d l e  p e r s o n a l  a n d  b u s i n e s s  

i n f o r m a t i o n  s a f e l y ,  f r o m  s e c u r e  s h a r i n g  

a n d  s t o r a g e  t o  y o u r  U K  G D P R  

r e s p o n s i b i l i t i e s .

2
R E S P O N D I N G  T O  A  B R E A C H

K n o w  h o w  t o  r e p o r t  a n  i n c i d e n t  q u i c k l y ,  

l i m i t  t h e  d a m a g e  a n d  s u p p o r t  y o u r  

o r g a n i s a t i o n ' s  r e c o v e r y  p l a n .



0 8  ·  D E L I V E R Y  &  C E R T I F I C A T I O N

Course delivery

Delivered as a one-day inhouse session at your premises 

or online, with practical examples, live demonstrations 

and group discussion. Every delegate receives a 

certificate of attendance and a cyber security good-

practice guide to take away.

A S K  A B O U T  I N H O U S E  D A T E S
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B O O K  Y O U R  C O U R S E

Thank you
Cyber Security Essentials with Ascent Training Wales

www.ascenttrainingwales.co.uk

01656 737349   ·   hello@ascenttrainingwales.co.uk
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